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Executive Summary

SEMP ttd were engaged by Ottawa Light Rail Transit Constructors {(OLRT-C) to
provide a Systems Engineering Health Check for the Confederation Line project.

The City’s SA has been reqguested by OLRT-C to provide an interim assessment of
OLRT-C progress in light of the OLRT-C 180 day Notice of Revenue Service
Availability. This Systems Engineering Health Check will form the basis for the OLRT-
C and City's SA engagement workshop arranged for 15-17% November 2017,

The intent of the Systems Engineering Health Check was to provide a level of
confidence that OLRT-C is on track to deliver an integrated, safe, operational railway
system in time for the planned revenue service availability date. The health check
performed did not consider Construction Management / Leadership. However, whilst
not specifically reviewed, during the course of performing the Health Check the
significant influence and contribution of design and integration management /
leadership issues was noted.

This report presents the findings of the Systems Engineering Health Check and
provides Route to Delivery scenarios.

Several areas of Systems Engineering deficiency have been identified by previous
internal / external reviews. There are embryonic mitigation initiatives in place for
some but not all of the gaps identified, and it should also be noted that where
initiatives are being pursued these are both underfunded and under resourced.

Summarising, the level of System Engineering on the project to date is considered to
be substantially below the minimum acceptable level for a project of this size and
complexity. This is especially evident at the Railway System level and for early phases
of the lifecycle (requirements and design}. This is likely to have significantly increased
integration risk on the project in addition to OLRT-C being unable to provide
appropriate Assurance evidence to the Client and SA.

Given the advanced stage of the project, it is essential that robust effort is applied to
agreeing the optimum set of Systems Engineering recovery activities and deliverables
with the Client / SA at the above mentioned engagement workshop, thus enabling
the project to conclude.
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Introduction

Purpose

This report presents the findings and recommendations of the Systems Engineering
Health Check commissioned by OLRT-C, to provide an assessment of the current
status of Systems Engineering activities for the Confederation Line project. The
objective of the health check was to:

» Provide a level of confidence that OLRT-C is on track to deliver an integrated,
safe, operational railway system in time for the planned revenue service
availability date;

¢ Identify any areas within the scope of the health check which require
improvement and provide recovery strategies.

The City's SA has been requested by OLRT-C to provide an interim assessment of
OLRT-C progress in light of the OLRT-C 180 day Notice of Revenue Service
Avaifability. This Systems Engineering Health Check will form the basis for the OLRT-
C and City's SA engagement workshop arranged for 15-17" November 2017.

Project Context

Ottawa Confederation Line Phase 1 will provide a Low Floor Light Rail Vehicle (LFLRV)
Light Rail Transit (LRT) service between Tunney’s Pasture and Blair stations. The
12.5-kilometre line will include a 2.5km mined tunnel beneath downtown Ottawa and
an LRT Maintenance and Storage Facility (MSF) at Belfast Road, shown in Figure 1
below.

Phase 1 includes thirteen stations, with four located in the underground section and
Blair Station, Hurdman Station and Tunney's Pasture Station integrating with the Bus
Rapid Transit system. The Confederation Line links up with the north-south running
O-Train at Bayview Station.
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Figurs 1 - Confederation Ling Phase 1

A portion of the existing Bus Rapid Transit system (BRT) will be converted into the
LRT and existing roads have been widened to accommodate the remaining buses. A
THALES Seitrac signalling system will be installed and the trains, supplied by Alstom,
will normally operate in Automatic Train Operation (ATO) mode. This is being opened
through a 30-year Design-Build-Finance-Maintenance agreement with Rideau Transit
Group (RTG).

Phase 1 creates the central section of the Confederation Line. East and West
extensions are planned for 2022 and 2023 respectively. These extensions will see the
line continue from Trim Road to Moodie and Baseline Stations adding over 27-
kilometers of new rail to the Phase 1 scheme.

1.3 Systems Engineering on Infrastructure Projects

Infrastructure systems like the Confederation Line are characterised by large scale
projects often with loosely defined boundaries, evolving system architectures, long
implementation and asset life periods and multiphase lifecycles. A significant
proportion of time and cost is spent during the construction phase.

Within infrastructure projects, many of the engineering disciplines {civil, structural
for example) have well-established, traditional practices and are guided by industry
codes and standards. Systems Engineering practices are more developed in the high
technology subsystems that involve software development - communication based
train controf systems, for example.

The benefit of applying Systems Engineering to infrastructure projects lies in the
structured approach to delivering and operating a multidisciplinary, integrated and
canfigurable system.

1.4 Scope of the Health Checle

The Confederation Line project is currently in the construction, installation, test and
commissioning phases with a planned revenue service availability date of 24 May
2018. In this context, the review was conducted to assess the completeness and
maturity of Systems Engineering processes and outputs, focussing on delivering an
integrated, safe, operational railway system.
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Railway Systems consist of people, processes and assets. The OLRT project is
primarily responsible for delivering the railway assets - infrastructure, trains etc. The
people and processes required to operate and maintain the railway assets are the
responsibility of the City of Ottawa and Rideau Transit Maintenance (RTM)
respectively.

The scope of the health check was limited to Systems Engineering and excluded other
primary functions such as programme and project management which would be
necessary to obtain a more complete picture of the project.

The health check focussed on providing assurance confidence. While some areas were
explored in some detail, this review is not considered to be a full, comprehensive
audit.

In addition to the health check, the second output of the review was to provide
recovery strategies to address any issues identified.

The scope of the health check was defined and agreed in consultation with the OLRT
Systems Assurance Lead.
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Table 1 lists the acronyms, abbreviations and defined terms used in the report.

Table 1 ~ Glossary

ATO

Automatic Train Operation

BRT

Bus Rapid Transit system

CENELEC

European Committee for Electrotechnical Standardization.

CM

Configuration Management

DOORS

Dynamic Object Oriented Requirements System

EJV

Engineering Joint Venture

EMC

Electromagnetic Compatibility

FAT

Factory Acceptance Test

FRACAS

Failure Reporting, Analysis and Corrective Action System

GIDS

Guideway Intrusion Detection System

HAZID

Hazard Identification

HF

Human Factors

ISA

Independent Safety Advisor

LFLRV

Low Floor Light Rail Vehicle

ERT

Light Rail Transit

MSF

Maintenance and Storage Facility

O&M

Operation and Maintenance

OLRT

Ottawa Light Rail Transit

OLRT-C

QLRT Constructors

Ops

Operations

PA

Project Agreement (the contract)

PEC

Professional Engineers Ontario

PHA

Preliminary Hazard Analysis

RAM

Reliability, Availability, Maintainability

RAMS

Reliability, Availability, Maintainability, Safety

RTG

Rideau Transit Group

RTM

Rideau Transit Maintenance

SA

Safety Auditor

SAT

Site Acceptance Test

SCADA

Supervisory Control and Data Acguisition

SE

Systems Engineering

SEMP

Systems Engineering Management Plan

SIL

Safety Integrity Level

SIT

System Integration Test

S0P

Standard Operating Procedure

T&C

Test and Commissioning

Tuv

Technischer Uberwachungsverein

Vav

Verification and Validation
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1.6 Raference Documents
The following documents are referenced within this report.

Table 2 - Refgrence Documents

Ottawa LRT Praject Agreement

ISO/IEC/IEEE Systems and software engineering — System life | 2015
15288 cycle processes
EN 50126 Railway applications. The specification and 1999

demonstration of reliability, availability,
maintainability and safety {RAMS). Basic
requirements and generic process

EN 50128 Railway applications. Communication, signalling | 2011
and processing systems. Software for railway
control and protection systems

EN 50129 Railway applications. Communication, signalling | 2003
and processing systems. Safety related
electronic systems for signalling
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Review Conduct

Review Arrangements

Review Dates 16 Qctober 2017 to 20 October 2017
Location OLRT Project Office

1600 Carling Av

Ottawa
Review Team Derek Wynne BSc (Hons) MIET MINCOSE

Stuart Gilbey BEng (Hons) MIET MINCOSE

Review Method

The health check consisted of a review of selected project documentation together
with a series of interviews with project staff. The schadule for the review is included
in Appendix 1 and a record of the interviews conducted is contained in Appendix 3.

The Project Agreement requires compliance with ISO 15288 Systems and software
engineering — System lifecycle processes and CENELEC standards. These standards
have therefore been used as the basis for assessment.

RJV0011498
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Review Findings

Presentation

The findings of the health check are structured based on the demonstration of the Fit
for Operation Argument described in Section 3.2 below.

To provide context to the review findings, graphical representations of the applicable
phases and processes of the generic lifecycle (highlighted yellow) are provided.

Fit for Dperation Argument

Systems Assurance both at the Railway System and primary System specific levels
is provided by a combination of Product and Process assurance requirements. Figure
2 shows the structure of the fit for operation argument used as the basis of the
assessment.

Pindviim Rigk

i_, Medium Risk

Figura 2 - Fit for Opsration Argument Structure

The five fundamental product assurance objectives which a system must fulifil, have
been used to assess OLRT Systems Assurance, namely:

s Requirements Validity;
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s Requirements Traceability;
s Requirements Satisfaction;
+ Non-interference with any system function by unrelated functions;

s« Configuration Consistency.

The Technical Assurance Cases at Railway and primary System levels should be
developed during the Preliminary Design phase. For each phase, these Technical
Cases should be supported by Sub-systern Technical Assurance Cases which are
populated with the identities of specific items of evidence as these become available,

The Techpical Assurance Cases provide the principal schedule of evidence to
demonstrate the Fit for Operation Argument {the Completeness Argument).

In addition, there are three fundamental process assurance objectives which the
delivery organisation must satisfy, which have been used to assess QLRT Systems
Assurance, namely:

« Fit for Purpose Processes;
« Competency;
¢ Audit Regime.

For maximum risk systems which are new or novel and/or have significant safety
involvement, the full scope of the assurance argument is required. For minimum risk
systems, it may be sufficient for the fit for operation argument to be based on the
pracess argument together with the configuration consistency argument from the
product argument. The majority of projects fit in between the minimum and
maximum scope of assurance.

Given that OLRT is in the later stages of delivery it was determined that there was
little merit in assessing the Competency and Audit Regime of OLRT-C. The Systems
Engineering Health Check was therefore conducted on a Product Argument coupled
with Fit for Purpose Processes Argument basis. Throughout the remainder of this
report, each of the supporting Assurance Arguments will be considered. When
aggregating these supporting arguments, it is clear that the Assurance Argumsnt
QLRT Fi for Operation cannoi be made at this time

Process Argument
it is necessary to show that Appropriate Engineering Processes have been developed

and applied for all the Systems Engineering lifecycle stages, see BS ISO/IEC/AEEE
15288: 2015,
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The strategy of Process Argumenis “"Arguments that appropriate series of processes
have been correctly executed by trained, experienced and competent personnel
(Process Argument)” are based upon a series of arguments that:

e The processes have been correctly executed;

= The processes have been executed by trained, experienced and competent
personnei;

+ Audits have been planned and conducted,;

¢ The process arguments have been used and linked as supporting evidence to
the "Product Argument”.

Throughout the remainder of Section 3.3 of this report each of the supporting Process
Assurance Arguments will be considered. When aggregating these supporting
argurnents, it is clear that the OLRT Process Argument cannot be made at this time.

Fit for Purpose Frocesses

Life Cycle Management

ISO 15288: 5.4, 6, defines the objective of life cycle management as “define,
maintain, and assure availability of policies, life cycle processes, life cycle models,
and procedures for use by the organization.”

Figure 3 - IS0 15288 Generic Lifecydds
As a minimum, we would expect to see a definition of:
» Life cycle phases and high level processes;

» Technical review gates;

2

Key engineering deliverables;

2

Organisation.
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Figure 4 - Engineering Lifecycle Management

Completeness: several Engineering Management Plans were found to be absent. No
evidence of an overarching engineering management plan such as a Systems
Engineering Management Plan (SEMP) was provided. None of the interviewees were
able to direct us to a formal description of how engineering is performed on the
project.

hiek div

sale Validation:

Figure 5 - Generic ¥V Lifecydle

Some lower level plans were provided (Safety, V&V). Of those plans that do exist the
majority were found to be unsuitable and requiring a rewrite. It is understood that
work is now underway to develop some but not all project level engineering plans.
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Engineering Governance Health Check Rating

Unacceptable Marginal Proficient
o

Adherence: of the plans that do exist there is little evidence of them being adhered
to - both as defined or ‘in the spirit of’.

Furthermore, it is evident that the project has not adhered to the design reviews
specified within the contract, nor has it undertaken any form of Systems Engineering
/ Interdisciplinary design reviews.

As a consequence, OLRT Fit fur Purpose Processes Argumsnt -~ cannot be made at
this time.

Competency

Given that OLRT is in the later stages of delivery, it was determined that there was
little merit in assessing the Competency of QLRT-C: the Systems Engineering Health
Check was therefore conducted on a Product Argument coupled with Fit for Purpose
Processes Argument basis.

Audit

Given that OLRT is in the later stages of delivery, it was determined that there was
little merit in assessing the Audit Regime of OLRT-C. The Systems Engineering Health
Check was therefore conducted on a Product Argument coupled with Fit for Purpose
Processes Argument basis.

Product Argument

The Arguments demonstrating the delivered Railway possesses the required
properties (Product Argument) should be based upon a strategy of product-based
assurance supported by dependant arguments.

The objective is to show that the project identifies the solutions by addressing the
principal assurance objectives:
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s Requirement Validity;
s Reguirement Traceability;
¢ Requirement Satisfaction;

s Non-interference;

« Configuration consistency.

Throughout the remainder of Section 3.4 of this report, each of the supporting
Product Assurance Arguments will be considered. When aggregating these supporting
arguments, it is clear that the QLRT Product Argument cannot be made at this time.

Reguirements Validity

Requirements validation is an iterative process which takes place throughout the
lifecycle of the project. During requirements capture, elicitation, analysis and
specification, constant questioning and clarification of the requirements data should
be performed in order to check its validity.

Reguirements Validity is therefore the determination that Reguirements at Railway /
System / Sub-system are complete and correct in order to develop the solution and
satisfy the Client.

e e

- fodadiing / Biraulabion / Design Analysis

Figure b - Reqguirements Products

The contractual requirements document is the Project Agreement (PA). This contains
requirements at multiple levels - railway, primary system, subsystem. The functional
requirements from the PA have been captured in the requirements management tool,
DOORS.
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While attempts have previously been made to engage with operators and
maintainers, no further requirements have been elicited. The risk associated with the
lack of stakeholder requirements elicitation is that the requirements set is
incomplete. The assumption is that the PA alone is a complete, validated set of
requirements for the project. There is evidence that this assumption is invalid as
more functionality has been added into procurement specifications than is required
by the PA.

There are currently of the order of 1200 changes related to the PA. The requirements
team are not automatically notified of these changes and therefore not all of the
changes have been captured in DOORS.

There is no clear set of railway system reguirements. Railway system requirements
provide a definition of the functionality, performance and characteristics of the
railway to be delivered including RAM and Safety targets. They provide a basis for
development of the railway system architecture and design.

Reyuiremenis
Vaich

Dosige
Verticathm

Figure 7 - Reguirements Validity

Procurement specifications for primary systems and subsystems have been
generated from the relevant requirements in the PA with limited analysis or
derivation. The procurement specifications are not currently held in DOCRS. The
requirements team do not have visibility of the subsystem requirements.

Thales and Alstom have stated that some requirements within their respective
procurement specifications are not applicable. It is not clear how this has been
reflected back into the PA.
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Requiremenis Mealth Chedk Rating

tabl Proficient

-

Una

The technical requirements captured from the Project Agreement are not a complete
set: it is therefore essential that further requirements capture / elicitation / derivation
occurs along with requirements levelling / rationalisation - to remove duplication /
confliction.

No evidence of a Requirements Management Plan for the project was provided.

Reguirements Traceability

Requirements traceability is a sub-discipline of Requirements Management; it records
relationships between many kinds of development artefacts, such as requirements,
specification statements, designs, tests, models and developed components.

Expanding on the above statement, requirements should be linked to their sources,
be they captured from source documents or elicited from stakeholders or derived
from specialist Systems Engineering analysis. Subseqguently rteqguirements should be
linked to their solution. ~It should be noted that a large complex programme of work
such as OLRT is expected to have such information at multiple levels of abstraction
such as Railway, System and Sub-system and thus linkage will exist both within and
between these layers.

This linkage underpins Requirements Traceability:

“6.4d.2 Stakeholder needs and reguirements definition process
6.4.2.3 Activities and tasks

£} Manage the stakehoider needs and requirements definition. This activity
consists of the folfowing tasks:

2} Maintain traceabllity of stakeholder needs and reguiremenis.

MOTE Through the life oyole, bi-directional traceability is
maintained  between  the  stakehplder needs  and
requirements  and  the  stakeholders  and sources,
organizations! strategy, and business and mission probifems
and opportunities. Additiona! traceability to systems making
up the system solution facilitates the fransition to the
Systeam Reguirements Defindtion process, This 5 often
facititated by an sppropriste date repository”

BS ISQAEC/ERE 15288:2015.
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Furthermore:

S, 4.3 System reguirements definition process
6.4.3.3 Activities snd tosks

o} Manage system requirements. This activity consists of the following
-
tasks:

2} Maintain traceabllity of the system requiraments.

NOTE Through the life cycle, bi-directional traceability is
maintained between the system requirements and the
stakeholder requirements, architecture elements, interface
definitions, analysis results, verification  methods  or
technigues, and affocated, decomposed, and derived
requirements.  This helps ensure that sl achievable
stakehoilder requirements are met by one or more system
reguirements, and gl system  requirements  meet or
contribute to meeting at least one stakehalder requirement.
This is often faciitated by an appyopriate data repositary”

BS ISQEC/EEE 15288.2015.

By applying the principals outlined in applicable standards, referred to above, it can
be determined that OLRT currently has immature Requirements Traceability within
and between Railway, System and Sub-system levels and therefore;

Raguirgments Satisfaction

The demonstration of requirements being fulfilled begins in the design stage and
continues through the subsequent system development stages of construction,
testing & commissioning and operation. Hence, Requirements Satisfaction is
evidenced through employing a robust Verification and Validation process and its
various methods - such as analysis, modelling, simulation, test and inspection etc.

Yerification and Validation (V&V}
IS0 15288: 6.4.9, 6.4.11

Ensuring that the ‘right solution has been developed’ (Validation) and ‘developing the
solution right’ (Verification) are essential activities in any infrastructure programme.
These activities are performed throughout the project lifecycle, to provide early and
increasing confidence that the system is being developed correctly and to ensure that
ultimately the outcomes required by the Client will be delivered.

For the purpose of Requirements Satisfaction, Verification is defined as;
Y6, 4.9 Verification process

5.4.9,1 Purpose
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The purpose of the Verification process 5 to provide objective evidence
that a system or system slement fulfils its specified requirements and
characteristics,

The Verification process identifies the anomalies (errars, defects, or fauifs)
i any information item {eg., system reguirements or architecturs
descriptivn}, implemented system elements, or life ovdle processes using
sppropriate methods, techriques, standards or ruies, This process provides
the necessary information to determine resolution of ldentified anamalies”

BS ISCO/IEC/IFEE 15288:2015.
Whereas Validation is defined as:

5,411 Validation process
6.4.13.1 Purpose

The purpose of the Validation process is to provide objective evidence that
the system, when in use, fulfils its business or mission objectives and
stakeholder requirements, achieving its intended use in s intended
opearational environment,

The ohjective of validating a system or system &lement is o acquire
confidence in s ability to achieve its intended mission, or use, wnder
specific operational conditions. Vafidation is ratified by stakehoiders, This
process provides the pecessary information so that identified anomeaiies
can be resolved by the appropriate technical process where the anomaly
was created”

BS ISQ/IEC/IEEE 15288:201%,
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Figure B - Verification and Validation

Compliance data has been received from some suppliers against the procurement
specifications but this is not complete in DOORS. Compliance data for the primary
Systems (other than Vehicle and Signalling) is not complete.

No evidence of planning and tracking of V&V activities was provided.

Mo acceptance criteria have yet been developed against the PA and there has been
no attempt to agree acceptance criteria with the City,

Yerification & Validation Health Check Rating

Unacceptable Marginal Proficient
R

Sections 3.4.3.2, 3.4.3.3, 3.4.3.4 and 3.4.3.5 below consider Reqguirements
Satisfaction in each of the development stages following the requirements definition
stage. It should be noted that these sub-categories of Requirements Satisfaction may
be considered at more than one level of abstraction, e.g. Railway, System and Sub-
system. The aggregation of these supporting arguments enables determination that
OLRT currently has an immature Requirements Satisfaction at Railway, System and
Sub-system levels, therefore the GLRT Reguirement Satisfaction Argument cannot
e made at this time.
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Requirements Satisfied in Design
I1SC 15288: 6.4.4, 6.4.5

System architecture activities define a comprehensive solution based on principles,
concepts and properties logically related and consistent with each other. The solution
architecture has features, properties and characteristics satisfying {as far as possible)
the problem or opportunity expressed by the system requirements. It focusses on
the high-level structure in systems and system elements.

f Modaling / Sivudlation / Design Suslyais

Figure 9 - Design Deliverables

At the railway level, there has previously been limited architecture and design
definition. This increases the risk that individually specified systems will not
successfully integrate together to satisfy railway level requirements and provides no
means of apportioning railway level requirements down to systems.

Work is now starting in this area to develop architectures where they add value in
de-risking integration, particularly focussed on the Communications and SCADA
systems. Use cases are also being developed to provide a behavioural model. This
work is considered to be undarfunded and under resourced.

The design process for engineers is governed by Professional Engineers Ontario (PEQO)
and the Design Management Plan.

Fixed facilities designs are claimed to be fit for purpose, meeting contractual
requirements, codes and standards. There is less confidence in the other primary
Systems areas {other than Vehicle and Signalling).
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g3 Buoney

Figurg 10 - Reguirements Satisfied in Deasign
Intsrfare Management

ISO 15288: 6.4.2, 6.4.3

Successful management of interfaces is critical to the success of any project but is
an area which is commonly overlooked or badly managed. Interface management
can help highlight underlying critical issues much earlier in the project.

An interface register has recently started to be generated for the project.

Although there are still some open points, interfaces between the primary rail
systems (Rolling Stock and Computer Based Train Control (CBTC)) are being actively
managed.

Again, the key risk area appears to be around the primary Systems areas (other than
Vehicle and Signalling).

RJV0011498

Design Mealth Check Rating

Unacceptable i Proficient
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It is apparent that OLRT has no Railway level design. A measure of confidence can
be assumed with the procurement of two {2) primary System elements from Thales
and Alstom and the Reguirements Compliance Matrices they have produced. It should
be noted that these are fundamentally flawed, as these are based entirely on the
OLRT Project Agreement and have not been embellished with further elicited or
derived requirements. There is limited (at best) to no (worst) design compliance
evidence available for the remainder of the OLRT solution at primary System level.
In this area Sub-system design compliance evidence is provided via Designer
Certificates which should provide a measure of confidence, but are lacking formal
Reguirements Compliance Matrices.

It can therefore be determined that OLRT currently has immature Requirements
Satisfaction in Design within and between Railway, System and Sub-system levels,
therefore the OLRT Reguiremsnts Satisfied in Design Argument cannot be made at
this time.

Reguirements Satisfied in Implementation

IS0 15288: 6.4.7

Beguiremenis Y
Valitadton

Desigs §
Vasification

Figure 11 ~ Beguirements Satlisfied in Implementation

The lack of railway level requirements and design has impacted the implementation
and integration phases of the project. Additional work is required during
implementation te attempt to identify and resclve gaps in the specifications. This by
its nature is “bottom up” rather than “top down” integration.
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Reduced coherence between the designed elements makes integration extremely
challenging and in the case of a large scale rollout, the integration may be beyond
the capability of the implementation team to deliver, Further, once integrated, the
through life cost of the system may be higher.

The procurement department is non-technical with no engineering resource. This has
led to omissions such as O&M manuals not being included in the contract.

Systems Implementation MHealth Check Rating

Unacceptable Marginal Proficient
o

It is readily apparent that Design Integration has crossed in to this activity. Design
drawings, some with compounded changes not yet incorporated and many with
insufficient detail, are being worked to and subsequently 'red-lined”: there is no
formal recording of Compliance to Requirements, rather there is robust effort to make
the design work. This approach carries with it much risk as it is being conducted
without visibility / formal understanding of decision implications, although it is readily
apparent that the Implementation Team are striving to deliver a product that works.

It can therefore be determined that OLRT currently has immature Requirements
Satisfaction in Implementation within and between Railway, System and Sub-system
levels, therefore the COLRY Beguirements Satisfied in Implementation Argumsnt
cannot be fully made at this time.

Requiremants Satisfied in Test & Commissioning
ISC 15288: 6.4.8

A Test and Commissioning Plan is in place which lists the System Integration Tests
(SITs). Operational scenario tests have not currently been developed,
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Chio deiive:

Design
Vastfcation

Figure 12 - System Integration VaY

There is no traceability from the SITs back to the railway system requirements or to
the PA and no process for recording test results against contractual requirements. In
the absence of railway system reguirements, the 5ITs have been mapped to the
interface register.

Due to the lack of railway level systems engineering there is a risk that component
acceptance tests will pass but system integration tests will fail with muitiple defects.

As there has been insufficient effort early in the lifecycle to “design for integration”,
system integration has been pushed to the right. There is now a risk that the T&C
Team, as with the Installation Team, will need to dedicate significantly increased time
“making it work” in addition to testing to confirm it works.

A Test Review Panel is being set up with the City to reviews test reports and status.

A defect review board has been established run by the T&C Team. The software tool
used as the Failure Reporting, Analysis and Corrective Action System {FRACAS) is
insufficient and the T&C Team have to augment the output with standard attributes.

The turnover process from the installation team to the T&C Team is working well.

The T&C Team chair interface management meetings between Thales and Alstom at
field level.

integration, Test & Commissioning Health Chedk Rating

Unacceptable Marginal Proficient
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With the immaturity of the Requirements set, discussed at various junctures in this
report and the absence of an integrated design at both Railway and primary System
levels, it is not possible to fully define tests to prove the integrated function and
performance of OLRT. The Test & Commissioning Team are making strenuous efforts
to bridge this gap, but there is a significant risk that this will result in a robust effort
to make the design / installed components work together and will lack formal
recording of Compliance to Requirements.

It can therefore be determined that OLRT currently has immature Requirements
Satisfaction in Test & Commissioning within and between Railway, System and Sub-
system levels, therefore the OLAET Reguirements Satisfied in Test & Commissioning
Argument cannot be fully made at this time.

Reqgquirements Satisfied in Operations
ISO 15288: 6.4.10

The Operations Concept is a broad outline of an organization’s assumptions or intent
in regard to an operation or series of operations. It provides the basis for bounding
the operating space, system capabilities, interfaces and operating environment.

SRy

ahoant ot Cins And Maint | {Ops and Maint Strategy]

{ Madsdiing ¢ Simulalion / Design Analysia |

Figure 13 - Operations and Maintenance Products

An Operations Concept and a Maintenance Concept were both stated to be in
existence. As there are no Railway System requirements, it is not possible to confirm
via traceability whether the content of these documents has been incorporated into
the design.
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Gperations & Maintenanoe Health Check Rating

Unacceptable Marginal Proficient

OLRT has not yet entered in to service; it is therefore too early to assess whether
Requirements have been satisfied during operation.

_ peguirements Satisfied in Operations Argument -~ T8C

Hon-Interference

The demonstration of the OLRT Non-Interference Argument is comprised of RAMS
and associated systems elements such as Human Factors and EMC: the objective is
to show that the Railway is both Safe and Available, in a Reliable manner providing
appropriate Maintenance is undertaken.

123

4.3 Elements of Ralfway RAMS

Safety and availability sre inter-linked in the sense that a3 weakness in either or
mismanagement of conflicts between safety and availability requirements may
prevent achievement of 8 dependable system. The inter-linking of raflway RAMS
elements, reliahility, availability, maintainability and safety in shown in figure
befow

BS EN 50126-1 1988

Railway RAMS

Safaty Availability
Feliability & Operations &
Maintainability Maintenance

interrelation of Railway RAME Elements BS EN 50186-1 1988

Page 27

RJV0011498

€040_000369782



3.4.4.1

IN CONFIDENCE SEMP/048/001
Version 1.0
November 2017

Sections 3.4.4.1, 3.4.4.2, 3.4.4.3 and 3.4.4.4 below consider the various sub-
categories of the Non-Interference argument. It should be noted that these sub-
categories may be considered at more than one level of abstraction, e.g. Railway,
System and Sub-system. The aggregation of these supporting arguments enables
determination that OLRT is currently immature at Railway, System and Sub-system
levels and the OLRYT Non-Interference Argumsnt cannot be made at this time,

Safety

The demonstration of Railway Safety begins in the requirements stage and continues
through the subsequent system development stages of design, construction, testing
& commissioning and operation. Hence, Safety is evidenced through employing a
robust Safety Analysis and Hazard Management process, and its various methods -
such as System Hazard Analysis, Fault Tree Analysis, Failure Modes Effects Criticality
Analysis, allocation of SIL levels etc.

Stakehoiders

emeRs A

{ Simulation  Design Analysis

Figure 14 - Speacialist Engingering Activities - Safety
Technical / Engineering Safety Management is defined as:

4,3,6 Technical concepts of safety are based on a knowledge of:

a) afl possifile hazards in the system, under afl operation, maintenance and
environment modes.

b} the characteristics of each hazard in terms of severity of CONsEgUENTas.
C) Safety/safety refated failures in terms of;

- &l system failure modes that could lead to a hazard {(safety related failure
modes), This is a subli-set of alf refiabiity failure modes {(a});

- The probabifity of occurrence of each safety refated system failure mode;
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- Sequence and/or coincidence of events, fadlures, operational states,
environmental conditions etc. in the application, that may resuft in an
socident. {i.e 3 hazard resulting in an accident};
- The probability of occurrence of each of the evenis, failures operational
states, environment conditions, et in the appilication.

d} maintainability of safety reflated parts of the svstem in terms of!
- the ease of performing maintenance on thase aspects or parts of the
system or its components that are associated with a hazard or with a safety
refated fadure mode;
~ probability of ervors eocurring during maintenance actions on thoss safety
refated parts of the system;

- time for restoring the system inko g safe state,

4y

vatern operation and maintenance of safety related parts of the svstem in

- human factors influence o the effective maintenance of all safety related
parts of the system and safe operation of the system;

- Tools, facilities and procedures for effective maintenance of the safety
refated parts of the system and for safe operation;

- effective controls and measures for dealing with a hazard and mitigating
its consequences,”

HS EN 50126-1 18989,

A hazard log exists and incorporates hazards on other systems which have been
identified by Thales and Alstom. It was stated that the hazard log is not currently
structured and is now being reworked into a hierarchical categorisation. No fault tree
or other formal analysis has been performed.

Safety requirements resulting from the HAZID process do not appear to have been
captured. No traceability exists to confirm whether required safety measures have
been incorporated into the design.

The Guideway Intrusion Detection System (GIDS) and traction power are required to
be Safety Integrity Leve! (SIL) 2. Both have been assessed as not currently meeting
this level.

During the review it emerged that the Standard Operating Procedures {SOPs) drafted
by OLRT were in the process of being rewritten by the Operator, often substantially
reduced in content. There is a risk that where a SOP has been written to provide a
partial or full mitigation of a hazard, that the effectiveness of this mitigation is
reduced during the rewriting process. There is also a danger that the reduced SOP
will not mitigate the hazard and invalidate the safety claim.
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Engingering Safety Health Check Rating

Unacceptable Marginal Proficient

The lack of OLRT Derived Requirements at Railway, primary System and Sub-system
levels suggests the minimum requisite Safety Analysis and Hazard Management has
not been undertaken. Preliminary Hazard Analysis has been undertaken but
thereafter System Hazard Analysis, Fault Tree Analysis, Failure Modes Effects
Criticality Analysis, allocation of SIL levels and so on have not been completed /
undertaken,

It can therefore be determined that OLRT currently has an immature Safety Argument
within and between Railway, Systermn and Sub-system levels, therefore the GLRT
Safety Argument cannot be made at this time.

RaAM

The demonstration of Reliability, Availability and Maintainability begins in the
requirements stage and continues through the subseguent system development
stages of design, construction, testing & commissioning and operation. Hence RAM
is evidenced through employing a robust RAM Management process and its various
methods - such as Mean Time Between Service Affecting Failure management, Fault
Tree Analysis, Failure Modes Effects Criticality Analysis, etc,
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UG UAIRG

[ Magelbnag £ Simelation / Dizsign Apalysis

Figure 15 - Specialist Engineering Activities - RAM
Technical / Engineering Reliability, Availability and Maintainability Management is
defined as:
4.3 Elements of raflway RAMS
4.3.5 Techvical concepts of availability are based on & knowledge of:
&) reliabiity in terms of:

- alf pussible system fallure modes in the specified application and
environment;

- the probabifity of ocowrrence of each failure or alterngtively, the
rate of pocurrence of each faillure;

- the effects of the failure on the functionality of the system.
£} Maintainability in terms of!

- time for the performance of planned maintenance;

- time for detection, identification and location of faults;

time for the restoration of the failed system (unplanned
MSIenance ).

¢} Operation and maintenance in terms of:

- &fl possible apergtion modes and required maintenance, over the
system lfecycls;

- the human factor issues.
A5 FN 50126-1 1998,
Analysis of how availability targets are to be met needs to be started early in the life

cycle. RAM analysis determines the reliability targets for individual assets,
redundancy and maintainability requirements including spares holdings, for example.
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RAM analysis has not yet been performed for the project.

It was stated that Thales and Alstom have performed RAM analysis for their systems
although the output of this analysis has not yet been studied.

Because of the lack of any RAM analysis, RAM targets were not set and are missing
from some procurament specifications.

Attention also needs to be given to the strategy for reliability growth during trial
running and the initial period of revenue service.

Reliability, Avallability & Meaintainability Health Check Bating

Unacceptable Marginal Proficient
A

The minimum reqguisite Reliability, Availability and Maintainability analysis has not
been undertaken.

It can therefore be determined that OLRT currently has an immature RAM Argument
within and between Railway, System and Sub-system levels, therefore the GLRT RAM
Argument cannot be mads at this time.

Human Facliors

A Railway System is the sum of all of its parts: people plus processes plus products.
Thus it is essential to manage the suitability of people to undertake certain functions,
particularly those that are essential to Safe Operation and Maintenance. Furthermore,
it is essential to manage Ergonomic aspects for those who will operate, maintain and
use the railway.

Human Factors and Ergonomics is defined as:

4.4 Factors Influsncing Railway RAMS
.4.2 Categories of factors

4.4.2.11 The derivation of detailed human influencing factors should
include, but not be lmired to 8 consideration of each of the following human
factors. It should be noted that the foliowing checklist is non-exhaustive
and showld be adapted to the scope and purpose of the application;

a} sfiocation of system functions between fiuman and machine;
&) effect on human performance within the systeny,;

¢} reguirements on the systemn arising from competencies and
reaction time;
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&) requirements on the systemn ansing from information processing

capabilities;

2} effects on the system of human/syster inferface factors;

£1 Human factors in svstem design and devefopment.”

85 EN 50126-1 1993,

The lack of OLRT Derived Requirements at Railway, primary System and Sub-system
levels suggests the minimum requisite Human Factors and Ergonomics analysis has
not been formally and demonstrably undertaken. For the purpose of this report it is

assumed that both Alstom and Thales will have managed Human Factors and
Ergonomics considerations thus this issue affects the remainder of OLRT.

It can therefore be determined that OLRT currently has an immature HF Argument,
therefore the OLRT HF Argument cannot be fully made at this time.

EMC

In order to confirm that the Railway can be operated and maintained Safely and
Reliably, it is also necessary to consider other influencing factors. One key factor is
Electromagnetic Compatibility.
. Factors Influencing Rallway RAMS

4.4, 2 Categories of factors

4.4, 2.10 The derivation of raflway specific influencing factors should include, but
et be limited to, § considerstion of each of the following specific factors. It should
be noted that the folfowing checklist is non-exhaustive and should be adapted to
the scope and purpose of the application:

a} system operation;

L} environment;

¢} application conditions;

g} aperating conditions;

&} failure categories,

8BS EN 50126-1 1889,

The lack of OLRT derived reguirements at Railway, primary System and Sub-system
levels suggests the minimum requisite EMC analysis has not been formally and
demonstrably undertaken. For the purpose of this report it is assumed that both

Alstom and Thales will have managed EMC considerations thus this issue affects the
remainder of OLRT.

It can therefore be determined that OLRT currently has an immature EMC Argument,
therefore the OLRT EMC Argument cannot be fully made at this time.
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Configuration Consistency

The purpose of Configuration Management (CM) is to manage and control system
elements and configurations over the life cycle. CM also manages consistency
between a product and its associated configuration definition. As a result of the
successful implementation of the Configuration Management process, configuration
haselines are established and changes to items under configuration managament are
controlled.

For all major projects it is essential to manage configuration of design and as built
and manage the applicability of changes to the configuration. To achieve this, data
baselines should be created at each gate / design review.
8. 3.5 Configuration managemaent process

6.3. 5.1 Purpose

The purpose of Configuration Managernent {CM} s to manage and control system
glements and configurations over the fife cycle. CM afse manages consistency
between g product and its assodiated canfiguration definition

£.3.5.2 Qutcomes

As g resuft of the suceessful implementation of the Configuration Management
DIRCess:

aj} Items requiring configuration management are entified and managed.
o)
.

} Configuration baselines are established.
} Changes o items under configuration management are controfied.

d} Configuration status information is available,
2} Required configuration audits are completed,
£) System refeases aixd deliveries are controffed and approved
8BS ISQIEC/IEEE 185288,:2015.
The review found that individual documents and drawings are controlled and

managed, however there does not appear to be any definition of overall technical
baselines for the project.

Design baselines should normally be produced at each requirements and design
review and again at key lifecycle stages (installation, integration etc.) to incorporate
asset information, software and configuration data versions etc.

Configuration Management & Change Control Health Check Rating

Unacceptable Marginal Proficient

R
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The lack of OLRT design reviews, including Systems Engineering / Interdisciplinary
design reviews, has resulted in no configuration baselines of the OLRT Requirements
or Design. This is subsequently reflected in the implemeantation activities with
multiple compounded changes against single design drawings that are
undecipherable.

It can therefore be determined that OLRT currently has immature Configuration
Consistency within and between Railway, System and Sub-system leveis, therefore
the OLRT Configuration Consistency Argument cannot be made at this time.

Revigw Summary

Figure 16 illustrates both the minimum Systems Engineering maturity expected for
the current lifecycle stage of the project together with actual maturity assessed
during the health check.

Chent Requirements

Engineering GOVernants, uwe™"

Configus
Ranagement -
Torteot

Qpevations &
fdaintanance

s EX GG

BAM R,

“ystames Intsgration

Test & Commissioning

Figure 18 - Health Check Summary

Sections 3.3 and 3.4 of this have described the status of each of the OLRT Risk Based
Assurance Arguments. By collating these individual argument statuses and depicting
them alongside the Risk Based Assurance argument framework it is clear to see the
difficulty in presenting robust assurance that can withstand scrutiny.
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Figure 17 - Fit for Operstion Argumesnt Summsry

The OLRT Systems Engineering reviewers have circa 50 years combined Systems
Engineering experience and due to the nature of their work have had oversight of a
significant number of major rail programmes: given the guantum and severity of
deficiencies identified within the one (1) week Systems Engineering Health Check it
is essential that robust effort is applied to identifying / agreeing the optimum set of
Systems Engineering activities and resultant artefacts with the Client / SA enabling
the project to conclude: section 4 of this report overviews the suggested Route to
Delivery.
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4 OLRT Houte to Delivery

The level of Systems Engineering on the project to date is considered to have been
below the recognised minimum acceptable level for a project of this size and
complexity. This is especially evident at the railway system level and for early phases
of the lifecycle - requirements and design. In our opinion this is likely to have
increased the integration risk on the project, which may place increased pressure on
the revenue service availability date.

There is generally a reasonable level of confidence in the two primary system
suppliers - Thales and Alstom. Both companies have mature systems engineering
processes and significant pravious experience. The primary area of risk is around the
rernainder of the primary Systems and Sub-systems such as Communications and
SCADA.

Given the stage the project is at, the focus now needs to be on identifying the set of
activities to reduce the integration risk to an acceptable level and to enable an
assurance case to be buiit.

4.1 Reguirements Validity and Design Integration Verification Strategy

The diagram below and subseguent suggssted actions should be undertaken ‘in
parallel’: Top-down; Middle-out; Bottom-up. This will enable concurrency in
application of recovery activities with a view to adhering to the Revenue Service date.

Figure 18 - Proposed Requirernants Valldity and Design Integration Strategy

The Route to OLRT Delivery strategy is based upon: maximising the use of existing
formal Systems Engineering artefacts, whilst undertaking tasks to formalise other
essential information along with its requisite traceability. These actions need to be
agreed with the City / SA at the Engagement Workshop scheduled for 15-17t%
November 2017.

Page 37

€040_000369782



RJV0011498

IN CONFIDENCE SEMP/048/001
Version 1.0
November 2017

1. The OLRT Project Agreement is already captured into DOORS: this needs to
be further analysed to ensure appropriate levelling and decomposition of
capturad requirements and updated to incorporate changes.

2. In parallel to 1. The Procurement Specifications will be captured into DOORS
and linked back to the OLRT Project Agreement captured / analysed
requirements.

3. OLRT Stakeholder Requirements will be captured / structured into DOORS
from known sources - e.g. Maintenance Plan: these requirements will most
likely be at the Railway and primary System level.

4, Railway level System Requirements will be derived that satisfy the Railway
level Client and Stakeholder requirements.

5. In parallel to 4. Railway level Safety / RAM analysis will be undertaken with
subsequent derived requirements being captured by 4.

6. Railway level physical and functional architectures (design) will be produced
and linked back to the Railway level System Requirements.

7. Primary System level System Requirements will be apportioned by the Railway
level Design and embellished by creating linkage back to both parent level
and primary System level Client and Stakeholder requirements.

8. In parallel to 7. Primary System level Safety / RAM analysis will be undertaken
with subsequent derived requirements being captured by 7.

9. Primary System level physical and functional architectures (design) will be
produced and linked back to the primary System levael System Requirements.

10. Sub-system level System Requirements will be apportioned by the primary
System level Design and embellished by creating linkage back to both parent
level and Sub-system level Client requirements.

3.2 Design Verification, Product Verification and validation Strategy

By completing the above 10 waypoints, not only will a valid set of requirements and
design integration verification have been achieved, the framework against which
design verification, product verification and product validation can be proven will also
be created.

11. OLRT Designers will complete a design checklist and design certificate to
confirm that their design meets the Sub-system level System Requirements.
Additionally, OLRT Designers will complete a checklist to confirmm that
Procurement Specifications are procuring appropriate products.

12. OLRT Installation Team will complete an Installation checklist and installation
certificate to confirm that the installation meets the Sub-system design and
Sub-system System Requirements. Any deviation is to be recorded on red-
line drawings and will incur RAM and Safety analysis to ensure that the
required emergent properties will not be compromised.
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13. OLRT Test & Commiissioning Team will then undertake:

a. Sub-system Validation against Sub-system Reguirements;

b. Primary System Verification against the primary System Requirements
and Design, ensuring that the installed Sub-systems integrate to
achieve the aggregate intent;

c. Primary System / Railway Validation against the Railway System
Requirements and Design ensuring that the primary Systems integrate
to achieve the aggregate intent.

14. All Verification and Validation confirmation will be captured into a Verification

& Validation Matrix and linked back to the various levels of requirements, thus
affording requirements traceability.
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Table 3 - Raview Scherule

Systems Engineering and
Assurance Management Plans at:
OLRT Railway Level

OLRT Major System / Asset Level
Covering at least the following:
Systermns Engineering
Management Plan (SEMP)
Reguirements Management Plan
(RMP)

Verification and Validation
Management Plan {(VVMP)

Safety Management Plan (SMP)
Reliability, Availability
Maintainability Plan (RAMP)
Human Factors Integration
(HFIP)

Electromagnetic Compatibility
Control Plan (EMCP)

Interface Management Plan
(IFMP)

System Design Management Plan
{SDMP)

Systems Engineering and
Assurance Management
Competence / Capacity /
Enablement at:

OLRT Railway Level
Covering at least the following:
Systems Enginegering
Requirements

Verification and Validation
Safety

RAM

Human Factors

EMC

Interfaces

System Design

Tues

Requirements Validity at:
OLRT Railway Level

OLRT Primary System / Asset
Level

Covering at least the following:
Client / Stakeholder / System
Captured / Elicited / Derived
Concept of Operations
Maintenance Concept

Hazard Log

Interface Register

Design Verification at:

OLRT Railway Level

OLRT Primary System / Asset
Level

Covering at least the following:
System Architecture

Interface Specifications
Functional Block Diagrams
Modelling / Simulation / Analysis
Design compliance evidence

Wed

Specialist Analysis at:

OLRT Railway Level

OLRT Primary System / Asset
Level

Covering the following

HF Analysis / Assessments
RAM Analysis

Safety Analysis / Assessments
EMC Analysis / Assessments

Product Verification at:

OLRT Railway Level

OLRT Primary System / Asset
Level

Covering at least the following:
Factory Acceptance

Site Integration / Acceptance
Test results / compliance
evidence
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Thurs

Product Validation at:

OLRT Railway Level

QLRT Primary System [/ Asset
Level

System Integration

Railway Integration

Operational Readiness at:
OLRT Railway Level

OLRT Primary System / Asset
Level

Covering at least the following:
Normal Operation

Emergency Operation
Degraded Operation

Abnormal Operation

Alignment to Hazard Log
Standard Operating Procedures

Fri

Configuration / Change
Management at;

OLRT Railway Level

OLRT Primary System / Asset
Level

Covering at least the following;
Design Baselines

As Built Baselines

Migration Plans

Issues / Assumptions /
Dependencies / Constraints

Route Map for Delivery at;
OLRT Railway Leval

OLRT Primary System / Asset
Level

Covering at least the following;
Issues / Risks

Omissions

Safety

Integration

Outline Plan
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System Breakdown Structurs

Appendix 2.
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Record of Discussions

SEMP/048/001
Version 1.0
November 2017

The review team conducted interviews with the following personnel.

Table 4 - Interview Record

Sean T Derry OLRT-C Systems Assurance Lead Assurarnce

Jonathan EJV, OLRT-C Manager, Systems Systems

Sprakes Engineering & Integration Engineering

Daniele EIV Director of Railway Requirements, V&Y,

Ferrara Controls Design Integration

Frank OLRT-C Systems Installation Systems

Fitzgerald Director Installation

Stacey EJV Requirements Manager Requirements and

Bjornson V&V

Tim Scribner QLRT-C T&C Deputy Manager T&C

John Selke OLRT-C Safety and T&C T&C, RAM, Safety

Coordinator

Tom Pate RTM Head of Maintenance Maintenance

Louis Ranger QLRT-C Strategic Advisor Ops

Eva Bognar OLRT-C Safety Engineer Safety

Richard OLRT-C RAM Engineer RAM

Duncan

Florica Nye OLRT-C Design Ceoordinator Engineering
Management,
Change
Management

David Ellis EJV Design Manager Design

Jacques OLRT-C System Integration System Integration

Bergeron Director
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Appendix 4.

Key Recommendations

IN CONFIDENCE

Table 5 - Health Chack Reownmendations

SEMP/0Q48/001
Version 1.0
November 2017

Lifecycle Management

Incomplete set of
engineering management
plans.

The project is missing
key engineering plans,
including the SEMP.

Key SE activities will be
missed or not performed
in a coherent manner.

Generate missing
engineering management
plans, focused on what
needs to be completed to
deliver revenue service.

Mutltidiscipfinary technical
reviews have not been
conducted.

There is an absence of
multidisciplinary
technical reviews,
especially at the railway
systems level.

Issues with integration
are not identified until
the integration test
phase leading to
increased cost and
schedule pressure.

Define and conduct
multidisciplinary design
reviews.

Requirements

Lack of railway system
reguirements.

There is no clear set of
railway system
requirements. Railway
system requirements
provide a definition of
the functionality,
performance and
characteristics of the
railway to be delivered
including RAM and safety
targets. Thay provide a
basis for development of
the railway system
architecture and design.

Incomplete definition of
scope leads to failure to
deliver an integrated,

operable railway system.

Generate a set of railway
level requirements
focused on de-risking
system integration
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IN CONFIDENCE
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Lack of reguirements
traceability.

Limited traceability
between requirements
and design at different
levels,

Scope is misaligned
between subsystems
leading to gaps in
required functionality.
Unable to demonstrate
that all requirements
have been satisfied in
the design and delivered
system.

Import procurement
specifications into
DOORS and trace back to
PA.

System Architecture and
Design Definition

Incomplete railway
system level
architecture.

At the railway level,
there has been limited
architecture and design
definition.

Individually specified
systems will not
successfully integrate
together to satisfy
railway level
reguirements.

Continue to develop
architecture and system
design for key risk areas.

Verification and
Validation

Acceptance criteria not
defined.

The criteria for
demonstrating that a PA
reqguirement has been
delivered, has not been
agreed.

Disagreement between
the project and client
over whether
reguirements have been
adeguately met leads to
inability to close out
contract.

Identify acceptance
criteria against PA and
agree with client

Insufficient V&V planning
and reporting.

The eventis required to
confirm satisfaction of
reguirements have not
been identified.

Insufficient V&V events
have been planned to
demonstrate satisfaction
of requirements.

Identify V&V events
against railway system
requirements and
procurement
specifications

Test and Commissioning

Missing traceability from
SIT.

Lack of traceability from
the SIT procedures back
to the PA.

The planned set of SITs,
do not fully test all
requirements in the PA.

Provide traceability from
SITs to railway system
regquirements
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Increased integration
during test and
commissioning.

As there has been
insufficient effort early in
the lifecycle to “design
for integration”,
integration has been
pushed to the right.

The T&C team will need
to dedicate significantly
increased time "making it
work” in addition to
testing to confirm it
works.

Consider introducing a
field engineering team
with authority to make
design changes to
support the T&C Team in
resolving integration
issues.

RAM analysis not
performed.

There is an absence of
RAM analysis to
determine the reliability
targets for individual
assets, redundancy and
maintainabifity
requirements.

The railway as a whole
does not meet its
reliability, availability and
maintenance targets.

Perform RAM analysis to
assess the current
characteristics of the
railway and identify

gaps.

Reliability growth
strategy.

The railway is unlikely to
achieve its full reliability
targets when first
operational. A strategy to
grow the reliability is
reguired.

The railway as a whole
does not mest its
reliabifity and availability
targets.

Develop Reliability
Growth Strategy.
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Safety

Hazard Analysis

A hazard log exists but is
not fully complete. It is
currently in the process
of being structured and
reworked into a
hierarchical
categorisation. No fault
tree or other formal
analysis has been
performed,

Some railway and
primary system level
hazards may not have
been identified, leading
to an increased level of
safety risk in the
delivered system.

Complete the full system
hazard analysis
(including fault tree
analysis, FMECA) at
railway and primary
systemn level and update
hazard log.

Determine severity and
probability of safety risks
and identify risk
mitigation measures to
reduce all safety risks to
a tolerable level.

Hazard Mitigation

Safety requirements
resulting from the HAZID
process do not appear to
have been captured. No
traceability exists to
confirm whether required
safety measures have
been incorporated into
the design.

Mitigations for identified
hazards have not been
adequately incorporated
into the design, leading
to an increased level of
safety risk in the
delivered system.

Ensure all mitigation
measures are captured
as requirements and
incorporated into the
design.

Configuration
Management

Requirements Change
Management

Contract changes are not
automatically advised to
the requirements team
for impact analysis and
implementation.

The requirements
baseline does not reflect
the current contract
status.

Update the PA change
process to ensure the
requirements team is
part of the change
impact analysis and is
advised of all changes.
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Baselines

IN CONFIDENCE

No overall technical
baselines exist for the
praject.

Requirements, design
and implementation are
not aligned, for example,
two systems running
software versions that
are not compatible.

SEMP/Q48/001
Version 1.0
November 2017

Establish configuration
baselines, and control
change to the baselines.
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